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DETAILED ACTION 

1 . Applicant's arguments filed January 30, 2006 and November 28, 2005, have 
been fully considered. 

2. Claims 1-6 and 8-13 are pending and have been examined. Claim 7 has been 
cancelled. 

Response to Amendment 

3. The following prior art has been used in this Office Action: Yoshiura et al. (US 
Patent 6, 131, 162, hereinafter Yoshiura), lida (US Patent 6,209,787), 

4. Regarding Applicant's arguments that Yoshiura does not disclose or suggest 
that the signature verifying module receives authentication information from the 
purchaser system and that the signature verifying module receives authentication 
information when the purchaser system requests permission to receive the encrypted 
content, Examiner directs Applicant's attention to the fact that Yoshiura teaches 
authenticating a purchaser to prevent content from being copied illegally (column 1 1 , 
lines 20-67). Furthermore, regarding Applicant's arguments that Yoshiura does not 
disclose or suggest that the signature verifying module determines whether the 
authentication information is valid, Examiner again directs Applicant's attention to 
Yoshiura (column 11, lines 20-67), and further, to Applicant's own admission appearing 
in the specification (pages 10-11) where it discloses using public key encryption. Even 

* assuming Yoshiura does not teach that the signature verifying module determines 
whether the authentication information is valid, Examiner submits that, in view of 
Yoshiura's teachings and the conventional and well known uses of Public Key 
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Encryption, Applicant's arguments are not persuasive. The remaining arguments are 
also not persuasive in view of the above response. Yoshiura teaches transmitting unit, 
and using digital signatures and public key encryption. Using public key encryption and 
digital signatures to provide authentication, data integrity, and non-repudiation was 
conventional and well known at the time the invention was made, thus, Applicant's 
arguments are not persuasive. 

Continued Examination Under 37 CFR 1.114 

5. A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1 .17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. 

Claim Rejections - 35 USC § 103 

6. The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 

7. Claims 1-13 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Yoshiura, and further in view of lida. 

Regarding claim 1, Yoshiura teaches an encryption unit operable to encrypt the 
content (column 11, lines 20-67, column 12, lines 1-28); an authentication unit operable 
to receive authentication information from the another apparatus when the another 
apparatus requests permission to receive the encrypted content, and to determine 
whether the authentication information is valid (column 11, lines 20-67); a first obtaining 
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unit operable to obtain identification information of the another apparatus from the 
authentication information when the authentication information is valid and to determine 
whether the identification information of the another apparatus is already stored in a 
storage unit (column 3, lines 1-67, column 11, lines 20-67, column 14, lines 1-67); a 
transmitting unit operable to transmit a decryption key to the another apparatus when 
the authentication information is valid, the decryption key being needed to decrypt the 
encrypted content (column 12, lines 1-50, column 13, lines 1-50); and said storage unit 
being operable to store the identification information of the another apparatus when the 
identification information of the another apparatus is not already stored in said storage 
unit (column 12, lines 1-50, column 13, lines 1-50). Yoshiura does not expressly 
disclose incrementing a counter of allowed receivers. However, lida teaches 
incrementing a usage count if a requester information is verified (column 47, lines 20- 
67, column 48, lines 1-67). Therefore, it would have been obvious to one having 
ordinary skill in the art at the time the invention was made to use such counting 
mechanism with the system of Yoshiura. One of ordinary skill in the art would have 
been motivated to do so to keep track of usage of digital contents and for accounting 
purposes (lida, column 2, lines 1-67). 

Regarding claims 4 and 5, Yoshiura teaches encrypting the content (column 1 1 , 
lines 20-67, column 12, lines 1-28); receiving authentication information from the 
another apparatus when the another apparatus requests permission to receive the 
encrypted content (column 11, lines 20-67); determining whether the authentication 
information is valid (column 3, lines 1-67, column 11, lines 20-67, column 14, lines 1- 
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67); obtaining identification information of the another apparatus from the authentication 
information when the authentication information is valid (column 3, lines 1-67, column 
11, lines 20-67, column 14, lines 1-67); determining whether the identification 
information of the another apparatus is already stored (column 3, lines 1-67, column 1 1 , 
lines 20-67, column 14, lines 1-67); transmitting a decryption key to the another 
apparatus when the authentication information is valid, the decryption key being needed 
to decrypt the encrypted content (column 12, lines 1-50, column 13, lines 1-50); storing 
the identification information of the another apparatus when the identification 
information of the another apparatus is not already stored (column 12, lines 1-50, 
column 13, lines 1-50). Yoshiura does not expressly disclose incrementing a counter of 
allowed receivers. However, lida teaches incrementing a usage count if a requester 
information is verified (column 47, lines 20-67, column 48, lines 1-67). Therefore, it 
would have been obvious to one having ordinary skill in the art at the time the invention 
was made to .use such counting mechanism with the system of Yoshiura. One of 
ordinary skill in the art would have been motivated to do so to keep track of usage of 
digital contents and for accounting purposes (lida, column 2, lines 1-67). 

Regarding claim 6, Yoshiura teaches a first transmitting unit operable to 
transmit to the first apparatus a request for permission to receive the content (column 
1 1 , lines 20-67); a first authentication unit operable to perform a first authentication 
procedure with the first apparatus (column 1 1 , lines 20-67); a receiver operable to 
receive a first decryption key from the first apparatus when the first authentication 
procedure is successful (column 12, lines 1-50, column 13, lines 1-50); a decryption unit 
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operable to use the first decryption key to decrypt encrypted content received from the 
first apparatus (column 12, lines 1-50, column 13, lines 1-50); a re-encryption unit 
operable to re-encrypt the decrypted content (column 16, lines 30-67, column 17, lines 
1-67); a second authentication unit operable to receive authentication information from 
the second apparatus when a request for permission to receive the content is made 
from the second apparatus and to determine whether the authentication information is 
valid (column 24, lines 1-67); a first obtaining unit operable to obtain identification 
information of the second apparatus from the authentication information when the 
authentication information is valid and to determine whether the identification 
information of the second apparatus is already stored in a storage unit (column 3, lines 
1-67, column 11, lines 20-67, column 14, lines 1-67); a second transmitting unit 
operable to transmit a second decryption key to the second apparatus when the 
authentication information is valid, the second decryption key being needed to decrypt 
the re-encrypted content (column 12, lines 1-50, column 13, lines 1-50); and said 
storage unit being operable to store the identification information of said second 
apparatus when the identification information of the second apparatus is not already 
stored in said storage unit (column 12, lines 1-50, column 13, lines 1-50). Yoshiura does 
not expressly disclose incrementing a counter of allowed receivers. However, lida 
teaches incrementing a usage count if a requester information is verified (column 47, 
lines 20-67, column 48, lines 1-67). Therefore, it would have been obvious to one 
having ordinary skill in the art at the time the invention was made to use such counting 
mechanism with the system of Yoshiura. One of ordinary skill in the art would have 
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been motivated to do so to keep track of usage of digital contents and for accounting 
purposes (lida, column 2, lines 1-67). 

Regarding claims 10 and 11, Yoshiura teaches transmitting to the first 
apparatus a request for permission to receive the content (column 1 1 , lines 20-67); 
performing a first authentication procedure with the first apparatus (column 1 1 , lines 20- 
67); receiving a first decryption key from the first apparatus when the first authentication 
procedure is successful (column 12, lines 1-50, column 13, lines 1-50); decrypting, 
using the first decryption key, encrypted content received from the first apparatus 
(column 12, lines 1-50, column 13, lines 1-50); re-encrypting the decrypted content 
(column 16, lines 30-67, column 17, lines 1-67); receiving authentication information 
from the second apparatus when a request for permission to receive the content is 
made from the second apparatus (column 24, lines 1-67); determining whether the 
authentication information is valid (column 3, lines 1-67, column 11, lines 20-67, column 
14, lines 1-67); obtaining identification information of the second apparatus from the 
authentication information when the authentication information is valid (column 3, lines 
1-67, column 11, lines 20-67, column 14, lines 1-67); determining whether the 
identification information of the second apparatus is already stored (column 3, lines 1- 
67, column 11, lines 20-67, column 14, lines 1-67); transmitting a second decryption key 
to the second apparatus when the authentication information, is valid, the second 
decryption key being needed to decrypt the re-encrypted content (column 12, lines 1-50, 
column 13, lines 1-50); storing the identification information of the second apparatus 
when the identification information of the second apparatus is not already stored 
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(column 12, lines 1-50, column 13, lines 1-50). Yoshiura does not expressly disclose 
incrementing a counter of allowed receivers. However, lida teaches incrementing a 
usage count if a requester information is verified (column 47, lines 20-67, column 48, 
lines 1-67). Therefore, it would have been obvious to one having ordinary skill in the art 
at the time the invention was made to use such counting mechanism with the system of 
Yoshiura. One of ordinary skill in the art would have been motivated to do so to keep 
track of usage of digital contents and for accounting purposes (lida, column 2, lines 1- 
67). 

Regarding claim 2, the combination of Yoshiura and lida teaches the limitations 
as set forth under claims 1 above. Furthermore, Yoshiura teaches wherein the another 
apparatus is operable to transmit the encrypted content to a plurality of further 
apparatuses over the network (column 11, lines 20-67, column 12, lines 1-67), and said 
information processing apparatus further comprises: a second obtaining unit operable to 
obtain a first value and a second value from the another apparatus when the 
authentication information is valid, the first value being a number of apparatuses in the 
plurality of further apparatuses that are newly requesting to receive the encrypted 
content, and the second value being a total number of apparatuses in the plurality of 
further apparatuses (column 19, lines 20-67, column 20, lines 1-67, column 22, lines 1- 
67) and lida teaches incrementing a usage count if a requester information is verified 
(column 47, lines 20-67, column 48, lines 1-67). 

Regarding claims 3 and 9, the combination of Yoshiura and lida teaches the 
limitations as set forth under claims 1 and 6 respectively above. Furthermore, Yoshiura 
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teaches an information updating unit operable to delete the identification information 
stored in said storage unit and to reset the count of the total number of apparatuses to 
receive the encrypted/re-encrypted content when said (second) decryption key is 
changed (column 25, lines 1-67). 

Regarding claim 8, the combination of Yoshiura and lida teaches the limitations 
as set forth under claims 6 above. Furthermore, lida teaches using a counting unit to 
determine number of times used (column 47, lines 20-67, column 48, lines 1-67). 
Therefore, it would have been obvious to one having ordinary skill in the art at the time 
the invention was made to use such counting mechanism with the system of Yoshiura 
and send the number of users or devices that may receive the content. One of ordinary 
skill in the art would have been motivated to do so to keep track of usage of digital 
contents and for accounting purposes (lida, column 2, lines 1-67). 

Regarding claim 12, the combination of Yoshiura and lida teaches the 
limitations as set forth under claims 1 above. Furthermore, Yoshiura teaches wherein 
the authentication information-includes first authentication information and second 
authentication information (column 17, lines 1-67), and said authentication unit includes: 
a first authentication subunit operable to receive the first authentication information from 
the another apparatus when the another apparatus requests permission to receive the 
encrypted content, and to determine whether the first authentication information is valid 
(column 11, lines 20-67); and a second authentication subunit operable to transmit a 
request for the second authentication information to the another apparatus when the 
first authentication information is valid, to receive the second authentication information 
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from the another apparatus, and to determine whether the second authentication 
information is valid (column 11, lines 20-67, column 12, lines 1-28, column 24, lines 1- 
67); said transmitting unit being operable to transmit the decryption key to the another 
apparatus when the second authentication information is valid (column 13, lines 1-67). 

Regarding claim 13, the combination of Yoshiura and lida teaches the 
limitations as set forth under claims 6 above. Furthermore, Yoshiura teaches wherein 
the authentication information includes first authentication information and second 
authentication information (column 17, lines 1-67), and said second authentication unit 
includes: a first authentication subunit operable to receive the first authentication 
information from the second apparatus when the second apparatus requests permission 
to receive the content, and to determine whether the first authentication information is 
valid (column 1 1 , lines 20-67); and a second authentication subunit operable to transmit 
a request for the second authentication information to the second apparatus when the 
first authentication information is valid, to receive the second authentication information 
from the second apparatus, and to determine whether the second authentication 
. information is valid (column 11, lines 20-67, column 12, lines 1-28, column 24, lines 1- 
67); said second transmitting unit being operable to transmit the second decryption key 
to the second apparatus when the second authentication information is valid (column 
13, lines 1-67, column 16, lines 1-67). 
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Conclusion 



8. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to David G. Cervetti whose telephone number is (571) 272- 
5861. The examiner can normally be reached on Monday-Friday 7:00 am - 5:00 pm, off 
on Wednesday. 

9. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R. Sheikh can be reached on (571) 272-3795. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

10. Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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